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 KANSAS COMMISSION ON PEACE OFFICERS’ STANDARDS & TRAINING 
Policy & Procedures 

Policy: 104b – Access Control to Information Systems 
Effective Date: 07/02/2025 
Revision Date:  

Authority: Mike Brown, Executive Director 
 

I. PURPOSE 
 

A. To govern the access, review of access and removal of access to information systems 
utilized by Kansas Commission on Peace Officers' Standards & Training (KSCPOST). 
 

II. DEFINITIONS 
 

A. Least Privilege – The concept of granting users the minimum access necessary for their job 
function to limit potential damage from a compromised account. 
 

B. Need to Know – The concept of restricting user access to information and systems required 
to perform the user’s specific job tasks. 
 

C. Information System – Any computerized system that contains or houses electronic data that 
can be accessed by use of a User ID and password or other authentication method. 
 

D. Director – the Executive Director of KSCPOST or his/her designee. 
 

III. POLICY 
 

A. All state-owned computers, information systems and other electronic devices are provided 
for and used for official state business only. Use of any State provided device, system or 
software may be monitored and recorded. 
 

B. KSCPOST staff access to KSCPOST information systems will be granted on the “Least 
Privilege”  and “Need to Know” concepts as warranted by their specific job duties. 
 

C. Critical tasks/access will be divided among different staff members to prevent any single 
individual from being able to totally control any given system. 
 

D. User Accounts 
 

1. Each individual user shall be issued a unique User ID for each system they are 
granted access to. 
 

2. Inactive accounts shall be disabled as soon as practical after the user either leaves 
the agency or no longer requires access to the particular system to perform their job 
functions. 
 

3. Account management shall be the responsibility of the Director and Central Registry 
Manager as follows: 
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a. Director – shall be responsible for account management of RMS, SharePoint, 
Email and general logical access provided via Active Directory through OITS. 
 

b. Central Registry Manager shall be responsible account management for the 
Central Registry and KSCPOST website. 
 

4. Administrator and privileged accounts shall be based on job function and must be 
approved by the Director. 
 

E. Passwords 
 

1. Users must use strong, complex passwords that meet the requirements set out in 
State policy or, if not addressed in State policy, as mandated by CJIS. 
 

2. Passwords shall be changed on a regular basis as mandated by State policy. 
 

F. Access Review 
 

1. User access shall be reviewed on an annual basis, at a minimum. 
 

2. User access shall be modified as soon as practicable when a user changes job 
roles. 
 

3. User access shall be removed or disabled as soon as practicable when a user 
separates employment with the agency. 


