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 KANSAS COMMISSION ON PEACE OFFICERS’ STANDARDS & TRAINING 
Policy & Procedures 

Policy: 104c - Security Awareness Training & Incident Response 
Effective Date: 09/02/2025 
Revision Date: 02/18/2026 

Authority: Mike Brown, Executive Director 
 

I. PURPOSE 
 
The purpose of this policy is to establish security awareness and training requirements for all 
personnel. This policy aims to protect the Kansas Commission on Peace Officers' Standards 
& Training (KSCPOST) information assets from threats, both internal and external, define 
incident types and responses and ensure compliance with all applicable laws and 
regulations. 
 

II. SCOPE 
 
This policy applies to all full-time and part-time employees, contractors, interns, and other 
third parties who have access to KSCPOST's information technology (IT) resources and 
information assets. 
 

III. POLICY – SECURITY AWARENESS 
 

A. Training Requirements 
 

1. Initial Training - All new personnel must complete a mandatory security 
awareness training program within 30 days of joining KSCPOST and before 
being granted access to company information resources. 
 

2. Annual Training - All personnel must complete annual security awareness 
refresher training as required by the State of Kansas (SOK). 
 

3. On-going Awareness - Security awareness will be reinforced regularly through 
various techniques, including email reminders, intranet messages, and 
simulated phishing exercises. 
 

4. Training shall be comprised of training classes provided by the Kansas 
Learning and Performance Management (KLPM) website and CJIS Online. 
 

B. User Responsibilities 
 

1. Secure Passwords – Personnel must use strong, unique passwords for all 
company systems and follow all SOK password requirements. 
 

2. Data Handling – All personnel must handle sensitive data, including customer 
and employee information, with the highest level of confidentiality and care. 
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3. Incident Reporting - All personnel are required to immediately report any 
suspected security incidents, data breaches, or policy violations to the 
Executive Director within the SOK required timelines. 
 

4. Workstation Security – Personnel must lock their devices when away from 
their workstations and/or laptops. 
 

C. Consequences of Non-Compliance 
 

1. Failure to comply with this policy may result in disciplinary action, which can 
include, but is not limited to, the following: 
 

a. Loss of access to information systems 
 

b. Refresher training on security policies 
 

c. Formal Reprimand 
 

d. Termination of employment 
 

e. Prosecution in accordance with State and Federal laws. 
 

IV. POLICY – INCIDENT RESPONSE 
 

A. Incident Reporting – All KSCPOST staff are required to report actual or suspected 
security incidents as soon as practical to the Executive Director or in his/her absence, 
directly to OITS. 
 

B. Cybersecurity Incident – As defined by K.S.A. 75-7244: an event or combination that 
threatens, without lawful authority, the confidentiality, integrity or availability of 
information or information systems and that requires an entity to initiate a response or 
recovery activity. 
 

C. Incident Severity Levels 
 
Incident response will be addressed based on the severity of the incident. Incident 
severity takes several factors into account: sensitivity of the data involved, number of 
end users impacted, and its overall impact on the ability of KSCPOST to fulfill its 
mission. 
 

1. High Severity 
 
An incident will be considered High severity if any of the following 
characteristics are present: 
 

a. Threatens to impact, or does impact, systems critical to KSCPOST’s 
ability to function normally. This includes, but is not limited to: Central 
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Registry, RMS or internet connectivity. 
 

b. Poses a serious threat of financial or legal liability. 
 

c. Threatens to expose confidential information. 
 

d. Threatens to propagate to or attack other networks or internal or 
external organizations. 
 

2. Medium Severity 
 
An incident will be considered Medium severity if any of the following 
characteristics are present: 
 

a. Impacts a non-critical system or service. 
 

3. Low Severity 
 
Low severity incidents have no characteristics of High or Medium severity 
incidents and may include the following: 
 

a. Little to no risk of impacting normal operations. 
 

b. Little to no risk of the incident spreading or impacting other 
organizations or networks. 
 

D. Incident Responses 
 
The following are summaries of how each severity level of incident should be 
addressed, including response times, who should be notified and reporting 
requirements: 

Incident Severity Response Time Incident Manager Who to Notify Incident Report 
Required 

High Immediate Executive Director Executive Director 
OITS 

Yes 

Medium 4 hours Executive Director Executive Director 
OITS 

If requested by OITS 

Low Next Business Day Executive Director Executive Director 
OITS 

No 

 
E. Preparation 

 
1. All staff shall be familiar with response protocols for a cybersecurity incident. 

 
2. All staff shall be current on State-mandated security awareness training 

 
3. All staff shall be alert to potential cybersecurity attack vectors, how to 

recognize and mitigate such vectors. 
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F. Identification 
 

1. Staff shall be vigilant in guarding against potential attack vectors and if such 
an attack is suspected, staff shall initiate mitigation efforts by: 
 

a. Disconnecting the affected device from all wired and wireless 
networks. 
 

b. Cease use of the device until directed otherwise by OITS 
 

G. Reporting 
 

1. Upon identification of an security incident, staff shall immediately notify the 
Executive Director and depending on the severity of the incident, follow the 
response matrix in Section C. 
 

H. Managing 
 

1. All KCPOST staff shall fully cooperate with OITS and other authorized 
personnel to address and manage the incident. 
 

I. Tracking 
 

1. KSCPOST shall create and OITS Help Desk ticket for all suspected cyber-
attacks to track incidents. 
 

2. The OITS Help Desk tickets shall be used to evaluate incident types, responses 
and used to modify future policies. 
 

J. Testing 
 

1. KSCPOST shall conduct annual cyber-attack table-top exercises to evaluate 
responses to such events. 
 

K. Consequences of Non-Compliance 
 

1. Failure to comply with this policy may result in disciplinary action, which can 
include, but is not limited to, the following: 
 

a. Loss of access to information systems 
 

b. Refresher training on security policies 
 

c. Formal Reprimand 
 

d. Termination of employment 
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e. Prosecution in accordance with State and Federal laws. 
 

V. References 
 

A. Kansas IT Enterprise Security Policy (ITEC 7230) – State policy and standards for state 
agencies. 
 

B. Kansas Breach of Security Statute (K.S.A. 50-7a02) 
 

C. The OITS website to report Security Incidents: 
https://www.ebit.ks.gov/divisions/information-security-office-
kiso/resources/incident-reporting  

https://www.ebit.ks.gov/divisions/information-security-office-kiso/resources/incident-reporting
https://www.ebit.ks.gov/divisions/information-security-office-kiso/resources/incident-reporting

